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Abstract: This paper presents a comprehensive model for cyber security risk assessment using the
PIPRECIA-S method within decision theory, which enables organizations to systematically identify,
assess and prioritize key cyber threats. The study focuses on the evaluation of malware, ransomware,
phishing and DDoS attacks, using criteria such as severity of impact, financial losses, ease of detection
and prevention, impact on reputation and system recovery. This approach facilitates decision making,
as it enables the flexible adaptation of the risk assessment to the specific needs of an organization.
The PIPRECIA-S model has proven to be useful for identifying the most critical threats, with a special
emphasis on ransomware and DDoS attacks, which represent the most significant risks to businesses.
This model provides a framework for making informed and strategic decisions to reduce risk and
strengthen cyber security, which are critical in a digital environment where threats become more and
more sophisticated.
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1. Introduction

The rapid advancement of digital technologies has brought numerous benefits to
industries around the world, but it has also led to significant cybersecurity risks [1]. With
increasing reliance on interconnected systems, the potential for cyberattacks has grown
exponentially [2,3]. These attacks, such as malware, ransomware, phishing and Distributed
Denial of Service (DDoS), threaten not only data integrity but also the operational stability
of organizations. As industries strive to protect sensitive information and maintain busi-
ness continuity, robust cybersecurity strategies have become critical [2,4,5]. Cybersecurity
risk assessment is a fundamental aspect of defending against these attacks [6,7]. This
includes the identification, analysis and assessment of risks that could potentially affect
information systems and networks. However, the complexity of modern cyberattacks
require more sophisticated and structured approaches to effectively assess and mitigate
these risks. Decision theory offers a valuable framework for addressing such challenges by
providing systematic methods for evaluating multiple criteria in complex environments.
In response to these challenges, multi-objective optimization frameworks have proven
to be highly effective in balancing conflicting criteria, such as security, performance, and
cost. Studies such as those on energy efficiency [8] and renewable energy optimization [9]
demonstrate the power of such frameworks in diverse fields, highlighting the importance
of multi-criteria decision making in tackling complex problems. In the context of cyberse-
curity, decision theory can be applied to assess and prioritize cybersecurity threats based
on various factors [10] such as severity of impact, financial losses, ease of detection and
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prevention, impact on reputation and system recovery. These criteria play a vital role in
understanding which threats pose the greatest risk and how they can be effectively ad-
dressed. The PIPRECIA-S model (Pivot Pairwise Relative Criteria Importance Assessment
with Scale) has emerged as a valuable tool for this purpose. It enables a detailed, structured
assessment of the relative importance of different criteria in cybersecurity threat assessment.
By applying the PIPRECIA-S model to decision making, cybersecurity professionals can
develop a comprehensive risk assessment model that not only assesses existing threats
but also assists in the strategic planning of defense mechanisms [11]. The aim of this
study is to develop a cyberattack risk assessment model by integrating decision theory
and the PIPRECIA-S method. Through a detailed analysis of cybersecurity threats and
relevant criteria, this research aims to provide a structured approach to identifying, assess-
ing and prioritizing cybersecurity risks. The proposed model will guide organizations in
implementing more effective and targeted cybersecurity strategies, providing improved
protection against modern cybersecurity threats.

Motivation for Research:

The increasing sophistication of cyber threats demands a more structured and compre-
hensive approach to cybersecurity risk assessment. Existing models often lack the ability to
adapt to the specific needs of organizations or fail to prioritize threats effectively.

Risk Mitigation Strategies:

In addition to risk assessment, it is essential to consider the risk mitigation strategies
that are available for organizations to implement. For instance, Cyber Insurance and Cyber
Liability Insurance are increasingly recognized as effective tools for managing the financial
risks associated with cyber incidents. These insurance policies can provide organizations
with financial protection against losses resulting from data breaches, ransomware attacks
and other cyber threats. Incorporating such strategies into a comprehensive cybersecurity
framework not only helps in risk reduction but also supports organizations in recovery
efforts post-incident.

Research Contributions:

e  Development of a comprehensive cybersecurity risk assessment model that integrates
decision theory with the PIPRECIA-S method, allowing organizations to systematically
identify and prioritize key threats.

e  Detailed evaluation of specific threats, including malware, ransomware, phishing,
and DDoS attacks, using criteria such as severity of impact, financial losses, ease of
detection and prevention, impact on reputation and system recovery.

e Provision of a strategic framework that assists organizations in making informed
decisions to strengthen their cybersecurity posture, particularly against the most
critical threats.

This study aims to enhance our understanding of cybersecurity risks and facilitate
more effective and targeted strategies for defending against modern cyber threats.

2. The Need for Assessing Cybersecurity Challenges

Cybersecurity has become a critical element in modern society, due to the significant
development of information technologies and their ubiquity in everyday life [12]. The
development of the Internet and other networks enabled a faster flow of information [13]
and facilitated business processes, but at the same time opened the door to an increasing
number of cybersecurity threats [14]. Threats, such as malware, ransomware, phishing
attacks and DDoS, are becoming increasingly sophisticated and difficult to detect [15-19].
These attacks can not only cause financial losses, but can also lead to the compromise of
private and sensitive data, which can result in long-term consequences for the reputation
of organizations.

Given the complexity and severity of cybersecurity threats, the question is how to
effectively assess these challenges and develop strategies that will minimize the risks [20,21].
The need to assess security risks is significant, in order to identify weaknesses in systems,
prioritize their potential impact, and direct resources to effective defense strategies [22,23].
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The risk assessment process allows organizations to better understand the vulnerabilities of
their systems, as well as to implement measures that will reduce the possibility of successful
attacks [24-26].

2.1. Types of Cybersecurity Threats

Cybersecurity threats are constantly evolving and becoming increasingly difficult to
detect [27-29]. In light of the numerous threats in cyberspace, we have focused our research
on the four most common types of attacks:

e Malware (malicious software), which can be any malicious software, e.g., viruses,
worms, trojans, aims to compromise computer systems in order to access confidential
data or damage user data.

e Ransomware attacks are a form of malware in which attackers lock or encrypt user
data and demand a ransom for its return.

e  Phishing attacks rely on social engineering to trick users into revealing sensitive
information, such as passwords or credit card numbers.

e DDoS attacks (Distributed Denial of Service) flood the network or server with a large
number of requests, making it difficult or impossible for the system to function normally.

These attacks can cause serious consequences for businesses, including financial losses
and losses of reputation and user trust, as well as legal consequences for violating data
protection regulations.

2.2. Cybersecurity Assessment Challenges

One of the key challenges organizations face is cybersecurity risk assessment [30,31].
The assessment process includes the identification of threats and vulnerabilities, but also the
quantification of potential losses [32] that may occur as a result of an attack. Organizations
often have to balance investment in security systems against the costs these systems require,
with limited resources being another challenge [33].

The assessment of security risks is complex, as it involves multiple variables, from
evaluating the level of system vulnerability [34], through the potential impact of threats on
business operations, to the organization’s capacity to adequately defend against attacks.
One of the key factors is the timely identification of new types of threats that are constantly
changing and becoming more sophisticated [35]. In addition, digitization and the introduc-
tion of technologies such as the Internet of Things (IoT) create additional challenges in the
context of cybersecurity [36], as they increase the number of vulnerabilities that attackers
can exploit.

2.3. The Need for Cybersecurity Risk Assessment

Due to the increasing frequency and sophistication of cyberattacks, a comprehensive
assessment of security risks is necessary, which enables strategic decisions to be made
regarding the allocation of resources and protective measures [37]. This process involves
the use of various methods and tools to quantify risk, assess the severity of the attack, and
the impact of the attack on the business. Without adequate risk assessment, organizations
are unable to effectively respond to attacks and optimize their security strategies [38,39].

The PIPRECIA-S model, as part of decision theory, provides a systematic framework
for evaluating criteria [40,41] that are key to assessing security risks. This method allows
threats to be ranked according to their relative importance, thus facilitating the process
of prioritizing security measures. PIPRECIA-S was selected despite its lack of consis-
tency checks due to its simplicity and adaptability, which are crucial in cybersecurity risk
assessments. Compared to models like AHP, which offer complex consistency checks,
PIPRECIA-S enables faster and more efficient evaluations without significant losses in accu-
racy. PIPRECIA-S is very suitable when collecting the attitudes of respondents that are not
familiar with MCDM methods and that are not prepared in advance for its usage [40]. This
is particularly important in cybersecurity, where quick decision making is often required
due to rapidly evolving threats. While the lack of consistency checks is a limitation, it can
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be mitigated by combining PIPRECIA-S with other methods in future studies to enhance
the reliability of the assessments.

The goal of this research is to highlight the importance of risk assessment in cyber-
security and to present a model that can help organizations to better understand threats,
identify the most critical vulnerabilities and develop effective defense strategies.

3. Previous Research
3.1. An Overview of Decision Making Theories in Cybersecurity Risk Assessment

The rise in sophisticated cybersecurity threats has required the development of ro-
bust methodologies for assessing cybersecurity risks. Cyberattacks such as malware,
ransomware, phishing and DDoS attacks are becoming increasingly complex and impact-
ful, requiring organizations to adopt structured decision making processes to effectively
mitigate these risks. Decision theories have proven invaluable in complex technical fields,
offering frameworks for solving multifaceted problems involving multiple stakeholders
and competing goals [42]. In cybersecurity, decision making frameworks help identify the
most critical threats, ref. [43] allocate resources, and prioritize defense [39]. Over the years,
various decision making models such as Analytic Hierarchy Process (AHP), Technique
for Order Preference by Similarity to Ideal Solution (TOPSIS) and VIKOR (Multicriteria
Optimization and Compromise Solution) have become widely accepted in risk assessment
processes [44—49]. These models allow organizations to assess multiple criteria, such as
threat severity, financial losses and system vulnerability, helping them to determine the
best course of action when there are multiple competing risks. For example, AHP and
TOPSIS have been used to prioritize different types of cybersecurity threats [50-53] based
on their potential impact and ease of prevention. This allows cybersecurity teams to allocate
resources more efficiently and focus on the most pressing vulnerabilities.

3.2. Application of the PIPRECIA-S Model in Cybersecurity Risk Assessment

The PIPRECIA-S model has emerged as an effective tool for assessing and ranking
various cybersecurity risks [54-56] based on the relative importance of multiple criteria.
PIPRECIA-S offers a simplified yet powerful method for multi-criteria decision making [57],
making it an ideal approach for cybersecurity risk assessment. By applying pairwise
comparisons, the model allows for the weighting of criteria such as severity of impact,
financial losses, ease of detection and prevention, impact on reputation and system recovery.
This method has been applied in various industries, such as construction, manufacturing,
and information technology, where it helps determine the most critical factors that influence
decision outcomes [57-62]. In the context of cybersecurity, PIPRECIA-S enables a structured
threat assessment, helping organizations to prioritize risks and develop effective mitigation
strategies. However, its application in cybersecurity is still relatively new, indicating the
need for further research to explore its full potential.

3.3. Application of Decision Making Theories in Cybersecurity Threat Assessment

Decision making theories have been successfully applied in the field of cybersecurity
to address cybersecurity threat evaluation [63]. AHP, TOPSIS, and similar models have
been used to prioritize cyberattacks based on factors such as potential financial damage,
ease of exploitation, and impact on operations [64]. For example, AHP has been used
to evaluate different types of malware based on their potential to cause disruption [65],
while TOPSIS has been used to evaluate phishing and ransomware attacks by comparing
their likelihood of occurrence and impact on data security [66]. Integrating decision makig
theories into cybersecurity risk management processes provides organizations with a robust
framework for threat assessment [67]. These methods enable a comprehensive assessment
of threats by weighing various criteria, such as severity and financial impact, thus helping
decision makers to choose the most appropriate risk mitigation strategies. This approach
ensures that defense is focused on the most critical vulnerabilities and that resources are
deployed efficiently.
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3.4. Importance of Further Research

Although decision making theories such as AHP and TOPSIS are extensively applied
in cybersecurity [68], the use of the PIPRECIA-S model in this domain remains limited.
This paper seeks to bridge that gap by applying the PIPRECIA-S model for cybersecurity
risk assessment, focusing on key criteria such as severity of impact, financial losses, ease of
detection and prevention, impact on reputation and system recovery. Further research into
the application of the PIPRECIA-S model in cybersecurity may lead to the development
of more sophisticated risk assessment frameworks, contributing to improved protection
against evolving cybersecurity threats. By expanding the use of decision making models
such as PIPRECIA-S, future research can provide valuable insights into improving cyberse-
curity, enabling organizations to respond more effectively to the growing complexity of
cyberattacks. This study aims to inspire further research on the application of decision
making theories in cybersecurity, ultimately contributing to the broader development of
resilient and secure systems.

4. Methodology and Materials
4.1. Simplified Method for Assessing the Relative Importance of Criteria (PIPRECIA-S)

The PIPRECIA-S method was selected to facilitate the determination of criteria weight co-
efficients. Unlike the original PIPRECIA method, in the PIPRECIA-S method, the importance
of each criterion is compared to the importance of the first criterion. The main advantage of
the PIPRECIA-S method is its simplicity and ease of application in group decision making
processes. However, unlike the extended PIPRECIA method (PIPRECIA-E) [69] and the AHP
method [70], PIPRECIA-S does not include a consistency check, which can be mentioned as
a limitation.

The procedure for determining the weight coefficients of criteria using the PIPRECIA-S
method consists of five steps, which are outlined below [71].

Step 1. Selection of evaluation criteria C;. This step involves defining the criteria
Cj,j = 1,...,n where n is the number of criteria taken into account when solving the
problem. Criteria can be determined using the literature and/or with the help of expert
opinions.

Step 2. Determining the relative importance of criteria s;. First, the criterion is estab-
lished (C;) which is used as a basis for comparison. Starting with the second criterion, to
each criterion, C i the relative importance of the criterion S is assigned based on Equation (1).
So, every criterion C; is compared with the reference criterion C;.

1,C]' > Cq
5j = 1, C] = C1 (1)
1,C]' < C

If the criterion C; more important than the criteria C; it is assigned a value s; which
is greater than 1. In the case that the criterion C; is less important than the criteria Cy, it is
assigned a value less than 1. In the case that the criteria C; and C; are equally important, then
both criteria have an importance value of 1. Values s; belong to the interval [0.6, 1.4]. Value s;
is always 1 and represents the assessment of the importance of the reference criterion Cj.

Step 3. The value of the coefficient k; is calculated based on Equation (2).

f 1j=1
k]_{Z—s]-,j>1 2)

Step 4. The value of the coefficient g; is calculated based on Equation (3).
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Step 5. Calculating the relative weight w; of the criteria. Based on Equation (4), the
relative weight of criteria is calculated w;, where 0 < w; < land Y} w, =1

Yk—1 9k

After this step, the process of determining the weight values of the criteria is completed.

(4)

wj

4.2. Evaluation Criteria

In the context of cybersecurity risk assessment, the PIPRECIA-S method is used to
define key criteria for evaluating different types of threats, allowing experts to express their
opinions and more easily assess the importance of each criterion. This method, similar
to the AHP method, is based on comparative evaluations, but in a simpler way; it allows
decisions to be made about priorities. In order to define the criteria for evaluating threats
such as malware, ransomware, phishing and DDoS attacks, data from the literature and the
opinions of cybersecurity experts were used.

The following five criteria are key to evaluating threats:

e  Severity of impact—this criterion evaluates how seriously a single threat can affect the
organization’s operations and systems. This includes potential data loss and business
interruptions, as well as long-term consequences for the organization’s reputation.

e  Financial losses—this criterion focuses on the financial consequences of the threat,
including the cost of remediation and restoring the system to function, as well as the
potential loss of income due to interruption of work.

e  [Ease of detection and prevention—this criterion evaluates how easy it is to detect and
prevent a certain type of threat. For example, phishing attacks often rely on human
error and can be difficult to detect, while DDoS attacks are often easier to detect but
more difficult to prevent.

e Impact on reputation—this criterion refers to how much the threat can damage the
organization’s reputation. Attacks such as ransomware or the leakage of confidential
information due to phishing can significantly undermine the trust of users and business
partners, which can have long-term consequences for a business.

e  System recovery—This criterion assesses how quickly an organization can recover
from an attack. Some attacks, such as malware, can be remedied relatively quickly,
while ransomware or DDoS attacks can require a lengthy recovery process, especially
if data are encrypted or systems are overloaded.

Using the PIPRECIA-S model, these five criteria enable a systematic and structured
threat assessment, helping organizations prioritize which threats pose the greatest risk
and how to allocate resources. This approach enables not only better protection of the
system, but also an improvement of strategic planning and decision making in the field of
cybersecurity. It should be noted that different organizations, such as financial institutions,
healthcare facilities and educational institutions, may prioritize cybersecurity threats in
different ways, depending on industry-specific risks and regulations. This approach
indicates that the variability of the cybersecurity threat assessment model and criteria can
significantly depend on the sector in which organizations operate, as well as the specific
challenges and regulations that define them.

4.3. Ranking Scale

For each of the above criteria, a ranking scale will be used to enable an objective and
consistent evaluation of cybersecurity risks. The proposed scale is shown in Table 1.

The PIPRECIA-S method uses a specific rating scale to determine the relative impor-
tance of criteria. According to the PIPRECIA-S method, the values usually range from 0.6
to 1.4, using the scale shown in Table 2.
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Table 1. Ranking scale.
Description Rating PIPRECIA-S Scale

Very bad 1 0.60

Bad 2 0.80

Satisfying 3 1.00

Good 4 1.20

Excellent 5 1.40

Table 2. PIPRECIA-S grading values.

Criterion Value

Description of the Importance of Criteria

0.6 The criterion is much less important than the reference one

0.8 The criterion is somewhat less important than the reference one

1.0 The criterion has the same importance as the reference criterion (neutral value)
1.2 The criterion is somewhat more important than the reference one

14 The criterion is much more important than the reference one

Values less than 1.0 indicate reduced importance in relation to the reference criterion,
while values greater than 1.0 indicate increased importance. In order to relate the rating scale
from 1 to 5 to the PIPRECIA scale from 0.6 to 1.4, it is possible to carry out a recalculation that
will allow the use of the known rating scale while maintaining the principles of the PIPRECIA
method as shown in Table 1. This scale has been adapted for ease of use during evaluation by
experts who are not familiar with the PIPRECIA-S decision making method.

4.4. Setting Priorities in Criteria

Prioritizing criteria such as severity of impact, financial losses, ease of detection and
prevention, impact on reputation and system recovery is key to assessing cybersecurity
threats. This process is of critical importance for decision makers in organizations, as it
allows them to identify which threats pose the greatest risk and where resources should
be directed to protect the system. In accordance with the organization’s specific needs,
technical requirements and available resources, priorities are determined to best match the
organization’s cybersecurity strategy.

The main objective is to enable the organization to systematically determine the
weighted coefficients for each criterion through a simple process of comparing the im-
portance between the criteria. This facilitates decision making on priorities in protection
against cybersecurity threats, aligning technical aspects of security systems with business
objectives. This process ensures that the solution is efficient, reliable and long-lasting.

When determining the weighting coefficients for the criteria, expert feedback was
crucial in achieving the most accurate results. To avoid bias in the evaluations, an iterative
consensus-building process was applied. In the initial phase, experts individually ranked
the criteria, and then the results were aggregated. In subsequent rounds, participants had
the opportunity to adjust their ratings based on the aggregated results, allowing for the
alignment of different perspectives. Additionally, anonymous evaluations were used to
reduce the influence of authority or group bias, ensuring that the ratings reflect genuine
priorities in the context of cybersecurity threat assessment. This approach enabled a fairer
and more objective distribution of the weighting coefficients.

Table 3 shows a possible example of ranking criteria by importance in the cybersecurity
threat assessment process. The criteria were ranked by a carefully selected group of experts
in the fields of cybersecurity, finance and management, taking into account the unique
challenges in each of those fields. These experts were chosen based on their qualifications,
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including relevant certifications and extensive experience in cybersecurity analysis and
threat management. Each expert independently evaluated the criteria according to their
importance for the decision making process in their field.

Table 3. Relative importance of weighting criteria for the selection of security risks.

Notation Criteria Grades
Cq Severity of impact 5 (1.40)
C, Financial losses 4 (1.20)
Cs Ease of detection and prevention 3 (1.00)
Cy Impact on reputation 2 (0.80)
Cs System recovery 1 (0.60)

To minimize bias during this process, structured guidelines were provided, outlining
the objectives and expectations for the experts. Additionally, the Delphi method was em-
ployed to facilitate anonymous feedback and to ensure a systematic approach to achieving
consensus. In the initial evaluation, experts ranked the criteria individually, and the results
were aggregated. In subsequent rounds, participants had the opportunity to adjust their
ratings based on the aggregated results, allowing for the alignment of different perspectives.

After the initial evaluation, the results were used as input to the PIPRECIA-S method,
where criteria weights were further adjusted through this iterative process until consensus
was reached. This methodology ensured a comprehensive and balanced evaluation of the
criteria, reflecting the multidisciplinary nature of the decision making process in cyberse-
curity threat assessment. It is important to recognize the limitation of relying on expert
opinions, particularly regarding their applicability across all industries.

In the initial phase, each expert ranked the criteria on a scale of 1 to 5, with 1 being the
lowest priority and 5 being the highest. The ranking results were then aggregated, and the
average scores were used as initial weights in the PIPRECIA-S method. Participants had the
opportunity to adjust their ratings based on the results of the aggregation in the next step,
thus allowing the alignment of different perspectives. The final weightings of the criteria,
which are the result of this process, represent a consensus that reflects a multidisciplinary
approach to research and decision making.

Although the priorities in the table are defined based on the specific needs of this
study, it is important to note that the ranking of these criteria may differ depending on the
specific requirements, context and goals of each individual case. Accordingly, the ranking
should be adapted to suit the specific needs and specifics of the project.

This ranking allows organizations to clearly identify which threats should be addressed
first, thereby optimizing the allocation of resources and defense strategies.

5. Research Results

Table 4 shows the relative importance of the considered cybersecurity threats (malware,
ransomware, phishing, DDoS) in terms of the severity of impact criterion on the basis of
which the following conclusions can be drawn:

e  Malware is rated 3 (Medium) for severity, meaning it can cause data theft and system
corruption, but usually does not lead to catastrophic consequences.

e Ransomware achieves a rating of 5 (Very High) because it can block entire systems
and demand a ransom, resulting in serious consequences.

e  Phishing is also rated 4 (High), as it can lead to the theft of sensitive information, but
mostly affects individuals rather than entire systems.

e  DDoS is rated 4 (High), indicating that it can disrupt services on a large scale, but
recovery is generally faster than ransomware attacks.
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Table 4. Research results based on severity of impact.
Criterion Malware Ransomware Phishing DDoS
Grade 3(1.00) 5 (1.40) 4 (1.20) 4 (1.20)

Source: Author’s research.

Table 5 shows the relative importance of these threats in terms of financial losses:

e  Malware is rated 3 (Medium) for financial losses due to system repair costs and
potential downtime.

e  Ransomware receives the highest rating of 5 (Very High), because paying the ransom
and restoring the system can lead to significant financial losses.

e  Phishing is rated 4 (High), because stealing financial data or hacking accounts can
lead to large but limited losses.

e DDoS also receives a rating of 4 (High), because service interruptions can cause major
financial consequences, especially in e-commerce and online services.

Table 5. Research results based on financial losses.

Criterion Malware Ransomware Phishing DDoS
Grade 3 (1.00) 5 (1.40) 4(1.20) 4 (1.20)

Source: Author’s research.

Table 6 rates the ease of detection and prevention for these threats:

e Malware is rated 3 (Medium) because it can often be detected by anti-virus tools,
although sophisticated malware can go unnoticed.

e Ransomware is rated 2 (Low) because it is difficult to prevent once a system has been
compromised.

e  Phishing is also rated 2 (Low) because it relies on human error and is difficult to detect
without user training.

e  DDoS scores 3 (Medium) because it is relatively easy to detect but more difficult to
prevent in real time.

Table 6. Research results based on ease of detection and prevention.

Criterion Malware Ransomware Phishing DDoS

Grade 3(1.00) 2 (0.80) 2 (0.80) 3 (1.00)
Source: Author’s research.

Table 7 gives the ranking according to the impact on reputation criterion:

e  Malware is rated 2 (Low) because the reputational impact is usually minor, unless
there is a significant data breach.

e Ransomware receives a 5 (Very High), because publicly paying a ransom or locking
up data can seriously damage an organization’s reputation.

e  Phishing receives a score of 4 (High), especially when the target of the attack is high-
ranking employees, which can lead to public scandals.

e DDoS also receives a rating of 4 (High), as prolonged downtime can erode user
confidence and damage brand image.

Table 7. Impact on reputation research results.

Criterion Malware Ransomware Phishing DDoS

Grade 2 (0.80) 5 (1.40) 4 (1.20) 4 (1.20)
Source: Author’s research.

Finally, Table 8 shows the system recovery:
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e  Malware is rated 4 (High) because systems can usually be restored relatively quickly
after malware removal.

e Ransomware is rated 2 (Low) because recovery can be slow and expensive without
backups.

e  Phishing is rated 3 (Medium), where recovery is possible, but the damage caused by

data theft can have long-term consequences.

DDoS achieves a score of 3 (Medium), where recovery is usually fast after the attack stops.

Table 8. Research results based on system recovery.

Criterion Malware Ransomware Phishing DDoS

Grade 4(1.20) 2 (0.80) 3 (1.00) 3 (1.00)

Source: Author’s research.

The tables above show how different cybersecurity threats rank against key criteria.
Ransomware generally presents the most severe impact across several criteria, including
financial loss and reputational damage. DDoS and Phishing also score high, especially in
terms of financial and reputational consequences. Malware, while dangerous, ranks lower
on several criteria, but still poses a significant risk.

These results can help organizations prioritize their defense strategies and allocate
resources to protect against the most critical threats.

6. Discussion

Using the PIPRECIA-S evaluation method, the researchers concluded that ransomware
and DDoS attacks (Figure 1) represent the greatest threats to organizations in terms of key
criteria such as severity of impact, financial losses, ease of detection and prevention, impact
on reputation and system recovery. These two threats stand out because of their ability to
cause serious damage to both organizations and users. Ransomware attacks, given their
ability to block access to critical systems and demand a ransom, cause significant financial
losses and threaten reputation in the long term. On the other hand, DDoS attacks, although
they do not require a ransom, disrupt the provision of services and can lead to large losses
in e-commerce, also damaging the reputation of companies.

0:2871
0.2201 0:2417 0.2512

Figure 1. Final research results (1. Malware, 2. Ransomware, 3. Phishing, 4. DDoS).

Malware, although a serious risk, scores lower compared to ransomware and DDoS
attacks, especially when it comes to financial damage and reputational impact. However,
malware remains a significant problem due to its ability to cause data theft and system
corruption. Phishing attacks, although often individually targeted, can lead to the theft
of confidential information and, in the case of a successful attack, seriously damage the
reputation of organizations.

In the context of system recoverability, malware attacks are relatively easier to re-
mediate compared to ransomware, where recovery can be significantly prolonged if the
organization does not have data backups. Phishing attacks can be solved by educating
employees and strengthening protections, while DDoS attacks can be quickly recovered
after the attack ends, but additional resources are needed to prevent future incidents.
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Given the results of this analysis, it is recommended that organizations first focus
resources on preventing ransomware and DDoS attacks, as they represent the most critical
threat in terms of consequences and financial losses. Special attention should also be paid to
employee education in order to reduce the risk of phishing attacks and strengthen security
systems for malware prevention.

The use of decision theory, in this context, has proven to be a key tool for systematically
assessing different types of cyber threats according to relevant criteria. Given the com-
plexity of cybersecurity challenges, the PIPRECIA-S method enabled a detailed analysis
and comparison of various threats, thereby identifying the optimal protection strategy.
This research confirms the importance of decision theory in the domain of cybersecurity,
where it is necessary to balance between several factors in order to achieve an optimal
level of protection. As shown in recent studies, decision making frameworks such as the
PIPRECIA-S model can effectively address the complexities of cyber threats, emphasizing
the need for a structured approach to risk management [68]. Additionally, the application
of dynamic behavior analysis and model checking can enhance understanding of threat
behaviors, making it crucial for organizations to adapt their strategies accordingly [72]. The
findings also underline the necessity of integrating innovative decision making processes
for evaluating risks like ransomware, which continues to pose significant challenges [73].
Furthermore, educating employees about cybersecurity risks is fundamental, as it directly
impacts the likelihood of successful phishing attempts [74].

7. Conclusions

Cybersecurity threat assessment plays a key role in keeping organizations safe in an
increasingly complex digital environment. Research that included threats such as malware,
ransomware, phishing and DDoS attacks showed that each of these threats has its own
advantages and disadvantages when analyzed according to criteria such as severity of impact,
financial losses, ease of detection and prevention, impact on reputation and system recovery.

Ransomware and DDoS attacks stand out as the most dangerous threats because of
the serious consequences they cause, especially in terms of financial losses and reputational
impact. Phishing and malware, although dangerous, have a lower threat level compared to
ransomware and DDoS attacks, but still pose a significant risk.

This study does not attempt to provide a universal answer to the question of which
threat is the most dangerous in each context, but to set up a model for risk assessment
using the PIPRECIA-S method, which allows flexibility in decision making. The results of
this analysis will always depend on organizations and decision making in terms of ranking
and evaluating criteria or specific threats they face. The model developed here provides a
framework that allows organizations to tailor risk assessment to their specific needs and
priorities, thereby enabling strategic planning in the cybersecurity domain.

For decision makers, the results of this research provide important guidelines for
identifying the threats that pose the greatest risk to their business. A focus on ransomware
and DDoS attacks is crucial for organizations that want to minimize financial losses and
protect their image. Ultimately, the successful implementation of these recommendations
will depend on the ability of organizations to properly assess the relevant criteria and
threats that are most critical to their business model.
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