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IMPEAT'OBOP

U oBe roamHe, Kao W MET MPETXOJAHUX, HHOBAIMje Cy Hall IMOKPETay pa3Boja W TMOBOJ Ja JaMO
HOBHM JIOTIPHHOC OBOj HEHUCIPIIHOj M M3a30BHOj TeMu. HeroBame Tpaauivje HMIIEPATUBHO
o0aBe3yje da 3a CBaKy HOBY KoHQepeHIH]y OyaemMo O0JbHM U MO KBAIMTETY PaJoBa, HBHUXOBO]
OpojHOCTH W MUPHHHA. VICTOBpEeMEHO, M3MEHEHE >XMBOTHE OKOJIHOCTH Hamehy akTyemHocT
TpeHnyTKka. lHOBanMje W 03Ha4yaBajy W reHepuinry OyayhHOCT, ajld MOYUEbY y CaJalllbOCTH Koja
Mopa OUTH OCBETJbEHA, aHAJIM3UpaHa M pa3MmarpaHa. DakyiTeT 3a NPUMEHCHU MEHAlIMEHT,
E€KOHOMH]Y U (PMHAHCHje Y IIUJbY APYIITBEHO OATOBOPHOT TOCIOBamka U Opure 3a 37paBibe 300T
MaH/AeMHje je OPraHu30Ba0 OBE TOMHE KOH(EPEHIIN]y cCaMO Ha OCHOBY MPHUCTUTIIUX pajioBa, 0e3
(GU3MYKOT TPUCYCTBA yueCHHKa. MelyTuM, ayTopu Cy MOKa3ajad 3auHTEPECOBAHOCT U TOpEN
OTeXaHe CUTYyallje U mmperma Bupyca Covid 19, a u Opoj mpuCTUIIINX PajoBa je MOTBp/a Tora.
VYnpaBo cy yTHIIaj U TIOCJIEIHIIEC IIUPEHa BUpyca eIadopupaHu U HCTPAKUBAHU y BHIIE PaJloBa U
TO W3 PA3IMYUTHUX YIJIOBA: TypU3Ma, JUTHTAIHE TpaHchopMaluje paga M paJHOT OKpYKemba,
MOJbOIIPUBPE/IC, HHOBATUBHOI CEKTOpA, 3aTUM Ca MEIUIIMHCKOI acIeKTa KOjU je MMaHCHTaH
emuaemuju. [lopen Tora, aHanmuM3upaHe Cy COIHMO-EKOHOMCKE IOCIENWIE BUpyca, yTHUIA] Ha
MEHA[IMEHT, aJld W Ha TPrOBUHCKH OwiaHc y EBpOINCKOj yHHjU, Ka0 W KOMYHHKAIH]y Y
Manonponaju. OBaj cmmwcak y TEMAaTCKOM CMHCIY JONYHYjy W JIYKCY3HAa HWHIYCTpHja H
TexHosoruja uuaycrpuje 4.0. OBako cBeoOyxBaTaH TEMATCKH acIeKT je J0Ka3 Jla e HJie Y KOpaKk
ca BpeMeHOM. To Jasbe MMILTUIMpA J1a Cy HHOBAIIH]j€ CBY/Ia OKO HAC.

Ta napamurma pa3sHOIMKOCTH KOjy HMHOBaIlMja HOCH, Hamehe W TOTEHIMpa Aa/bH TEMAaTCKH
CrieKTap Koju je mpucyraH mely pamomma. Jlakiie, HHje caMO YTHIQ] W IOCICIUIE KOPOHA
BUpyCa 3a0KyIJbaO TMaXby YYeCHHKa, Beh Cy WX HWHCIUpUCATHM W JPYTd acleKTH |
npobiemMaTuka.

[Tpumepeno Temu ,,JIHOBaIMje Kao MOKpeTay pa3Boja“ U MUJby HAYYHOT CKYIa YCTAHOBJHEHE CY
nBe cecuje: I cecuja: Muomanuje y ¢dynkuuju paspoja (Temarcku 30opuHuk) u Il cecuja:
WNuoBanujama no mocnoBHor ycnexa (30opHuK pagoBa ca mehyHapomHor ckyma). M36op teme
CKyIla U CBENIPUCYTHOCT MHOBAIMja, Kao U MoHyhenu Behu Opoj TeMaTCKuUxX o0lacTu yTHIAO je Aa
Cy y OBUM myOnMkamyjamMma paJoBH MHOTUX YITEAHHX YHHBEP3UTETCKHX IMpodecopa,
WCTaKHYTHX HWCTpakMBaya, €Kcliepara W HaydHUX paJHUKa, Kako u3 CpOuje, Tako W u3
WHOCTPAHCTBA.

360pHuUIK pajoBa ca Mel)yHapoaHOT cKyma, Kao pe3yaTar KoHpepeHiuje, ¢y y popMu TurutaiHe
enuuuje 1 6uhe TOCTYNHU MIMPO] HAy4HO] jaBHOCTH. [1yOnMKOBaHU paJoOBHU Yy OBUM 300pHUIIMMA
3HayajHO JIOTMpUHOCE yTBphHUBamy HepackuauBe Be3e u3Mel)y HHOBalUMja W pas3Boja.
HcToBpeMeHO cMO THME MOKa3alu Ja MojApydYje MHOBalMja NePUHUTUBHO BHIIE HUjE BE3aHO
caMo 3a TEXHUYKO — TEXHOJIOUIKHU Mporpec. Y CKIaAy ca TUM, PaJJOBH MOTY OMTH KOPHCHU KaKo
HAy4HOj, TAaKO U CTPYYHO] JABHOCTU M CBUM 3aMHTEPECOBAHUM 3a YTHUIlQ] HHOBALIK]a HA Pa3BO)j.

beorpan, Ypenuuim
Henembap, 2020. Hp Hapjan Kapabamesuh
Hp Csetrnana BykoTtuh

Hp I'abpujena [Tonosuh



FOREWORD

This year, as well as the previous five, innovations are our driver of development and an occasion
to make a new contribution to this inexhaustible and challenging topic. Nurturing tradition
imperatively obliges us to be better for each new conference in terms of the quality of papers,
their number, and breadth. At the same time, changed life circumstances impose the topicality of
the moment. Innovations both mark and generate the future, but they begin in the present that
must be illuminated, analyzed, and considered. Faculty of Applied Management, Economics and
Finance, for the purpose of socially responsible business and health care due to the pandemic,
organized a conference this year only on the basis of the submitted papers, without the physical
presence of the participants. However, the authors showed interest despite the difficult situation
and the spread of the Covid 19 virus, and the number of papers received is a confirmation of that.
The impact and consequences of the spread of the virus have been elaborated and researched in
several papers from different angles: tourism, the digital transformation of work and work
environment, agriculture, innovation sector, then from the medical aspect that is immanent to the
epidemic. In addition, the socio-economic consequences of the virus, the impact on management,
but also on the trade balance in the European Union, as well as retail communication, were
analyzed. This list is thematically complemented by the luxury industry and Industry 4.0
technology. Such a comprehensive thematic aspect is proof that we are keeping up with the times.
This further implies that innovation is all around us.

This paradigm of diversity that innovation carries, imposes, and emphasizes the further thematic
spectrum that is present among the articles. Thus, not only did the impact and consequences of
the coronavirus capture the attention of the participants, but they were also inspired by other
aspects and issues.

Appropriate to the topic "Innovation as the initiator of development™ and the goal of the scientific
conference, two sessions were established: Session I: Innovations in the function of development
(Thematic Proceedings — Thematic Monograph) and Session Il: Innovations as the key to
business success (International conference proceedings). The choice of the topic of the meeting
and the ubiquity of innovations, as well as the offered number of thematic areas, influenced the
works of many eminent university professors, prominent researchers, experts, and scientists, both
from Serbia and abroad.

Proceedings of the international conference, as a result of the conference, are in the form of a
digital edition and will be available to the general scientific public. The papers published in these
collections significantly contribute to establishing the unbreakable link between innovation and
development. At the same time, we have shown that the field of innovation is definitely no longer
related only to technical - technological progress. Accordingly, the papers can be useful to both
the scientific and professional public and all those interested in the impact of innovation on
development.

Belgrade, Editors
December, 2020 Darjan Karabasevi¢, PhD
Svetlana Vukoti¢, PhD

Gabrijela Popovi¢, PhD
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Security Aspects of Cloud Computing

Darjan KarabaSevié', DragiSa Stanujki¢?, Gabrijela Popovié®

Faculty of Applied Management, Economics and Finance, University Business Academy
in Novi Sad, Belgrade, Serbia, darjan.karabasevic@mef.edu.rs

*Technical Faculty in Bor, University of Belgrade, Bor, Serbia, dstanujkic@tfbor.bg.ac.rs
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Abstract: Cloud computing has fundamentally changed the IT economy and taken over
the world with incredible speed, introducing new opportunities, new business models and
a whole new era in business. The main reason for the growing use of cloud computing is
because it offers flexibility and financial benefits that have not existed with classical
computing until now. Whether its infrastructure, software, applications, services,
products, or even an operating system, everything moves into the cloud. As cloud usage
grows, so do users' concerns about the security of their data. Given the increasing security
vulnerabilities, the concern is not unfounded. Therefore, some aspects of cloud
computing security will be presented in this paper.

Keywords: Cloud Computing, Security, Data Security, Security Issues

1. INTRODUCTION

Cloud computing technology has completely changed the relationship between users, resources, and
data. To store data, it is enough to open an account on one of the available Cloud services and use the
available resources to save and store data. In order to take advantage of various functionalities from
different Cloud service providers, and at the same time maximally secure their data, users use several
Cloud services. With this way of cloud computing come potential problems of resource use and
management, which are solved by various management tools and platforms.

Cloud computing represents the delivery of IT resources and server resources remotely, via the
Internet, telephone, or private network. The concept arose from the idea of renting IT resources (CPU,
memory,  storage  space..), as a service that is paid based on use
(https://bvdstudio.wordpress.com/2014/02/23/cloud-computing/). Therefore, cloud computing is a way
of providing multiple shared computing resources that include applications, storage, networking,
platform development, and deployment as well as business processes. Cloud computing turns
traditional computing resources into shared resource databases located on the Internet.

The use of cloud computing is very widespread and growing every day due to the many benefits it
brings to users, and has encouraged the increasing use of wireless technologies to access the Internet,
and mobile devices (laptops, tablets, smartphones). Cloud applications simplify content sharing,
collaboration and real-time communication, increased application availability, and synchronization of
the data. Using cloud computing loses the need for expensive investments in hardware, software, and
new infrastructure. For this reason, cloud computing is based on the scope of use of services, and
payment for services based on the scope of their use. These same cloud services can be used stand-
alone on-demand, using computer platforms from any location (Velte et al., 2009).

Cloud computing uses an IT environment and information systems that raise the issue of security.
Security is important for users of this service as their data is stored in the cloud. Therefore, cloud
service providers should provide their customers with an insight into their work in this area. Within
this paper, the issue of security of cloud computing use is elaborated.
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Therefore, the paper is organized in the following manner: In Section 1 introductory considerations are
given, in Section 2 some definitions regarding cloud computing are presented, as well as advantages
and disadvantages of cloud computing are given. In Section 3 security issues in cloud computing are
presented, finally, at the end of the manuscript, conclusions are given.

2. CLOUD COMPUTING

Following the National Institute of Standards and Technology (NIST), cloud computing is defined as
,»Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or service
provider interaction.” (https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-
145.pdf).
This cloud model (NIST) is composed of three service models:

- Software as a Service (SaaS);

- Platform as a Service (PaaS):

- Infrastructure as a Service (laaS).

Besides, four deployment models are (NIST):
- Private cloud;
- Community cloud;
- Public cloud:;
- Hybrid cloud.

Figure 1. Cloud computing services
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When it comes to the essential characteristics of cloud computing, it is worth mentioning (NIST):

- On-demand self-service;
- Broad network access;
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- Resource pooling;
- Rapid elasticity;
- Measured service.

Mather et al. (2009) define cloud computing based on five attributes:
- multitenancy (shared resources),
- massive scalability,

elasticity,

pay as you go, and

- self-provisioning of resources.

Cloud computing represents “a pay-per-use model for enabling available, convenient, on-demand
network access to a shared pool of configurable computing resources like networks, servers, storage,
applications, services etc., that can be rapidly provisioned and released with minimal management
effort or service provider interaction” (Teixeira et al., 2013).

Cloud computing is a set of standardized IT performance delivered to users over the Internet, based on
self-service and pay-per-use. Cloud computing stands out from traditional internet services with its
dynamic and flexible architecture, which allows users to pay only for those services that they need
(Viduka et al., 2013).

2.1. Advantages and disadvantages of cloud computing

Cloud computing offers several benefits that are necessary today for organizations to do better
business and save time and provide the necessary resources. Some of the advantages are (Choubey et
al., 2011):

- Price. The end-user does not have to own resources, but only pays for services according to
their use in time and storage. This feature reduces the cost of owning the infrastructure.

- Performance. Performance has been improved because the cloud does not involve a single
computer, but a large network of computers that boasts great processing power.

- Freedom from upgrades and maintenance. The cloud infrastructure is maintained and
upgraded by the service provider, so that the average user is free to have the necessary
knowledge to manage and maintain the cloud.

- Scalability. The user may request an increase in resources if the application grows or new
functionality is added. On the other hand, if the request is reduced, the user can also request a
reduction of resources.

- Speed of the implementation. Cloud application time can be in days or sometimes hours.

- Energy-saving. Cloud computing is a green technology, because it allows the sharing of
resources among users, so it does not require large centers that consume a lot of energy.

- Mobility — Anytime and anywhere could be accessed to cloud services.

- Higher storage capacity. A large amount of data storage resources are available in the cloud.
Another thing about storing data in the cloud is that it will be more secure, because the data in
the cloud is automatically duplicated, in more places.

When it comes to the disadvantages, it could be mentioned:

- Quality of Service (QoS) in the cloud. At present the focus of cloud service providers is on
cost-effectiveness and fast services, therefore QoS in Cloud Computing is an unattended area
(Choubey et al., 2011; Brodkin, 2008).

- Eventual data loss. Users are responsible for the security of their data, thus in any case data
may be lost (Choubey et al., 2011; Hwang & Li, 2010).

- Security in the Cloud. Before adopting this technology, beneficiaries should know that they
will be surrendering all their company’s sensitive information to a third-party cloud service
provider. This could potentially impose a great risk to the company/end-users (Apostu et al.,
2013).

- Technical Issues. Though information and data on the Cloud can indeed be accessed at any
time and from anywhere, there are times when the system can have some serious flaw or
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malfunction. Businesses/end-users should be aware of the fact that this technology is always
likely to outages and other technical issues. Even the best providers can face these problems
(Apostu et al., 2013).

3. SECURITY ISSUES IN CLOUD COMPUTING

The issues of security are one of the biggest obstacles hindering the widespread acceptance of cloud
computing. Many companies are reluctant to fully trust cloud computing, to transfer their digital assets
to the web. Many of the security risks that companies face when working with their own IT resources
are also found in the cloud. With the cloud, there are no longer clearly defined boundaries between
internal and external systems.

One of the most important criteria that worries current and potential future users of the Cloud service
is certainly security. In contemporary corporate conditions, there is already a reduction in the clear
visibility of the boundaries between security zones that separate applications and systems of different
levels of confidentiality or different types of users. In terms of Cloud computing, this is even more
pronounced (Jankovi¢ & Samcovi¢, 2013).

Cloud computing provides services through three basic models (SaaS, PaaS, and laaS). These models
provide the user with infrastructure resources, application platforms, and software support. Therefore,
the idea of individual assessment and testing of platforms and providing individual security for each
service after their differential assessment is accepted in the provision of information security
(Yesilyurt & Yalman, 2016).

When it comes to cloud computing, it is necessary to pay attention to the security aspects related to it.
There are three different aspects from which to look at the security of using cloud computing. These
aspects relate to legislation, security controls, and the federalization of security services. Legal
regulations are referred to laws and other legal acts that determine security requirements that are of
higher priority than those functional and technical. When it comes to security controls, there are a
number of controls that need to be practiced in the IT environment and information system, with the
cloud computing environment being no exception. Security requirements can be implemented by
applying the concept of federalization in the forms of trust, identity management, access management,
single login and logout, audit and compliance, and configuration management (Panian, 2013).

Shaikh Rais & Dhakane Vikas (2020) propose the use of blockchain technology in cloud computing
and states the following security issues regarding cloud computing:

- Privacy preservation in the cloud,;

- Data integrity in the cloud; and

- Issues in cloud storage and cloud storage auditing.

On the other side, Jensen et al. (2009) states technical security issues regarding cloud computing,
some of them are:

- XML signature — “a well-known type of attacks on protocols using XML Signature for
authentication or integrity protection is XML Signature Element Wrapping” (Jensen et al.
2009; Mclintosh & Austel, 2005).

- Browser security and attacks on browser-based cloud authentication. The understanding of
these security issues within browser-based protocols with cloud computing can be best defined
using Federated Identity Management (FIM) protocols (Jensen et al., 2009; Munir et al.,
2015).

- Flooding attacks — in this context it is worth mentioning direct denial of service, indirect
denial of service, accounting and accountability.

Mather et al. (2009) state that cloud users should recognize the permanence of trust boundaries for

cloud services. Accordingly, it should be noted interface with the cloud services (network, host,
application, database, storage, and web services including identity services). Also, it is important to
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understand the scope of IT system management and monitoring responsibilities, including access,
change, configuration, patch, and vulnerability management (see figure 2.)

Figure 2. Security management of Cloud computing

Security management and monitoring services

Monitoring — health, security event, threat

Management — ACL, vulnerability, patch, configuration

Information security - data

Encryption, data masking, content protection

Information security — infrastructure

Application-level

Host-level

Network-level

Source: Mather et al. (2009)

CONCLUSION

Cloud computing is currently a notably interesting dynamic area in the IT industry. Cloud computing
is well-positioned for cost-effectiveness, flexibility, efficiency, and scalability. Nevertheless, as
interest in cloud computing increases, so do concerns about security issues. It is the flexibility and
openness of the cloud computing model that has created several potential security issues. To achieve
comprehensive cloud security, data and infrastructure must be protected from potential attacks at all
costs. It should have in mind that the number of attacks increases exponentially every year. It should
certainly be noted that the uniformity and standardization of this segment are of great importance for
cloud security. The full potential of cloud services has not yet been fully realized, primarily due to
user concerns about the security and safety of their data. Undoubtedly, with the increase in the security
and reliability of this segment, it will affect the increasing use of cloud computing.
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