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DATA LEAKAGE AND MACHINE UNLEARNING 
IN GENERATIVE AI: A LITERATURE SURVEY 
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Abstract – Bringing Large Language Models (LLMs) into business processes through fine-tuning 
or Retrieval-Augmented Generation (RAG) can pose serious risks, particularly when it comes 
to protecting sensitive information and Personally Identifiable Information (PII). In this paper, 
we conduct a thorough review of existing literature to identify and analyze the various ways 
data can leak in these systems. By examining peer-reviewed research on key security threats, 
we create a framework to categorize privacy risks throughout the AI lifecycle. We also look at 
current protective measures such as differential privacy and machine unlearning. Our goal is to 
provide a clear threat classification, assess how effective existing defenses are, and offer guidance 
to security architects working on privacy-focused generative AI solutions. Using a structured re-
view of 35 coded primary publications through August 24, 2026, we distinguish parameter-me-
diated disclosure from model training and retrieval-mediated disclosure from RAG datastores. 
The evidence indicates that no single countermeasure spans the full lifecycle: differential privacy 
provides the clearest ex ante formal protection, whereas current LLM unlearning remains pri-
marily an approximate post-hoc remedy that requires attack-based verification.

CURENJE PODATAKA I MAŠINSKO 
ZABORAVLJANJE U GENERATIVNOJ VJEŠTAČKOJ 

INTELIGENCIJI: PREGLED LITERATURE O 
RANJIVOSTIMA EKSTRAKCIJE PODATAKA I 

MJERAMA ZA OČUVANJE PRIVATNOSTI

Ključne riječi: veliki jezički modeli (LLM), generisanje potpomognuto pretraživanjem (RAG), 
curenje podataka, taksonomija prijetnji, diferencijalna privatnost, mašinsko zaboravljanje
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Sažetak: Integracija velikih jezičkih modela (LLM) u poslovne procese putem dodatnog 
prilagođavanja modela (fine-tuning) ili generisanja potpomognutog pretraživanjem (Retriev-
al-Augmented Generation – RAG) može predstavljati ozbiljne rizike, naročito kada je riječ o 
zaštiti osjetljivih informacija i podataka koji omogućavaju identifikaciju pojedinca (Personally 
Identifiable Information – PII). U ovom radu sprovodi se sveobuhvatan pregled postojeće liter-
ature s ciljem identifikovanja i analize različitih načina na koje može doći do curenja podataka 
u ovim sistemima. Analizom recenziranih istraživanja o ključnim bezbjednosnim prijetnjama 
formira se okvir za kategorizaciju rizika po privatnost tokom cjelokupnog životnog ciklusa 
sistema vještačke inteligencije. Takođe se razmatraju postojeće mjere zaštite, kao što su difer-
encijalna privatnost i mašinsko zaboravljanje. Cilj rada je da pruži jasnu klasifikaciju prijetnji, 
procijeni efikasnost postojećih mehanizama zaštite i ponudi smjernice bezbjednosnim arhitek-
tama koji rade na razvoju generativnih AI rješenja usmjerenih na očuvanje privatnosti. Na os-
novu strukturiranog pregleda 35 kodiranih primarnih publikacija, zaključno sa 24. avgustom 
2026. godine, u radu se pravi razlika između otkrivanja podataka posredovanog parametrima 
modela, koje proizlazi iz obuke modela, i otkrivanja podataka posredovanog pretraživanjem iz 
RAG skladišta podataka. Rezultati pokazuju da nijedna pojedinačna protivmjera ne obuhvata 
cjelokupan životni ciklus sistema: diferencijalna privatnost pruža najjasniju formalnu zaštitu 
ex ante, dok trenutno dostupne metode mašinskog zaboravljanja kod LLM-ova uglavnom pred-
stavljaju približnu post hoc mjeru koja zahtijeva provjeru zasnovanu na napadima.

1. Introduction
Generative artificial intelligence systems are increasingly combining large language 

models (LLMs) with organization-specific data. Two implementation patterns are par-
ticularly common. Fine-tuning modifies model parameters using domain data, while 
search-assisted generation (RAG) maintains a searchable non-parametric database and 
feeds the found fragments to the model at runtime (Lewis et al., 2020). Both patterns im-
prove task relevance, but both also create privacy risks when underlying material contains 
personally identifiable information (PII), confidential records, proprietary text, or other 
data that should not be accessible to unauthorized users.

The risk is not just hypothetical. Language models can remember rare sequences from 
training and later repeat them under appropriate prompts (Carlini et al., 2019, 2021). Mem-
ory is enhanced by duplication, model capacity, and available query context (Carlini et al., 
2023; Kandpal et al., 2022; Tirumala et al., 2022). Black-box attacks reconstructed PII from 
fine-tuned models, including cases where conventional data cleansing or sentence-lev-
el differential privacy (DP) reduced but did not eliminate detection (Lukas et al., 2023). 
Recent research shows that alignment is not a complete barrier. Attacks on production 
models recovered thousands of memorized training examples after bypassing protection 
mechanisms (Nasr et al., 2025). The privacy risks are not limited to cases where the model 
repeats the training data verbatim. Membership and provenance attacks can allow an ad-
versary to determine whether a particular record or user text was included in the training 
data, even if the model never reproduces that text exactly (Mattern et al., 2023; Shokri et 
al., 2017; Song & Shmatikov, 2019).

RAG modifies but does not eliminate this problem. Its external memory facilitates 
knowledge updating and can reduce dependence on parametric memory, but the retrieved 
context itself becomes a questionable privacy boundary. Zeng et al. (2024) found that RAG 
can mitigate some data leakage from model training, but at the same time introduces leak-
age from the private search database. Later attacks extracted the contents of the RAG via 
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instruction tracing, query injection, graph searching, or seemingly benign requests (Liu 
et al., 2026; Qi et al., 2025; Wang et al., 2026). Indirect query injection and database poi-
soning further demonstrate that unreliable found content can manipulate generation and 
weaken the assumed separation between data and instructions (Greshake et al., 2023; Zou 
et al., 2025).

Defense measures research is divided into several approaches. Differential privacy pro-
vides a formal method to limit the influence of information about an individual on a model 
or its outputs (Abadi et al., 2016; Dwork et al., 2006). However, stronger privacy protection 
usually requires more noise during training, which may reduce the accuracy of the model 
or its general utility. Selective DP narrows protection to policy-defined sensitive tokens, 
improving utility but creating a dependency on the quality of the sensitivity policy itself 
(Shi, Cui, et al., 2022; Shi, Shea, et al., 2022). Unlearning addresses a different point in the 
life cycle. It tries to remove the influence of post-training data. Although exact removal 
is possible in limited settings (Bourtoule et al., 2021; Cao & Yang, 2015; Guo et al., 2020), 
recent LLM tests have shown that approximate forgetting can suppress recall without reli-
ably removing privacy leaks or preserving model utility (Maini et al., 2024; Shi et al., 2025).

This literature leaves a practical gap. Leak studies often examine a single attack surface, 
while privacy decisions include data acquisition, training, search, generation, and deletion. 
At the same time, preventive controls and subsequent forgetting are sometimes considered 
as substitutes even though they provide different guarantees and operate at different stages. 
This review therefore asks four questions:

RQ1. What leakage mechanisms and adversarial pathways have been demonstrated 
through the training, fine-tuning, RAG and post-deployment phases?

RQ2. What system and data factors consistently increase extraction risk, and how do 
parameter-mediated leaks differ from search-mediated ones?

RQ3. What protections do data curation, differential privacy, RAG-specific privacy 
controls and machine forgetting provide, and where do their limitations remain?

RQ4. What implementation-oriented control strategy emerges from the evidence for 
privacy-focused generative AI systems?

The contribution is a lifecycle-based taxonomy of threats that separates parameter-me-
diated detection from search-mediated detection, a comparative synthesis of preventive 
and deletion-based measures, and a set of architectural implications based on reported 
attacks and defenses.

2. Methods

Review design and scope
The paper used a structured literature review design rather than a PRISMA-style sys-

tematic review or statistical meta-analysis. Searches were completed in July and August 
2026. The review included proceedings of the USENIX Security Conference, records from 
the IEEE Symposium on Security and Privacy, ACM Digital Library, ACL Anthology, Pro-
ceedings of Machine Learning Research, NeurIPS Proceedings, ICLR/OpenReview, and 
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arXiv for version discovery and tracking. When there was a peer-reviewed paper, the pub-
lished version of the conference paper or findings was used, rather than the preprint.

Four query families were used:
1.	 Language model I memorization, training data extraction, leakage, PII, membership 

inference, or provenance
2.	 Retrieval‑augmented generation (RAG) and privacy, leakage, extraction, prompt 

injection, or poisoning
3.	 Differential privacy or selective differential privacy and language model or RAG
4.	 Machine unlearning or data deletion and language model, generative model, or 

privacy Backward reference tracking was used for basic methods, while forward/
version tracking was used to find peer-reviewed successors to recent preprints.

Eligibility and coding
Eligible studies were primary publications in the English language that either demon-

strated or measured a privacy-relevant leakage mechanism, evaluated preventive privacy 
controls, or proposed/evaluated data erasure or machine forgetting. Basic studies on dif-
ferential privacy and forgetting are retained even when they predate modern LLMs, as they 
define the guarantees that later work relies on. Studies were excluded when they addressed 
general AI safety without a data confidentiality mechanism, when they were reviews rather 
than primary evidence, when they duplicated a later peer-reviewed version, or when they 
appeared after the review’s time cut-off. The basic RAG work of Lewis et al. (2020) is cited 
for system definition, but not included in offense/defense counts.

The coded evidence set contained 35 primary publications:
•	 17 focused primarily on leakage, extraction or threat measurement,
•	 nine on preventive privacy mechanisms,
•	 nine to forget or erase.

Twenty-one of the 35 coded studies (60.0%) were published from 2022 to the review 
cutoff in 2026. For each study, the synthesis recorded the life cycle stage, protected resource, 
adversary approach, attack or defense mechanism, reported evaluation metric, assurance 
type, and stated utility tradeoff. Quantitative values were included in the results only when 
they were explicitly reported in the original study. Because the attack targets, datasets, 
model families, and metrics differ significantly, no pooled effect size was calculated.

The search interfaces used in the various sources do not allow a stable, common export 
of all ranked candidates, and this review did not retain a PRISMA‑compatible log of initial 
filtering. Consequently, the number of candidates in the filtering phase is not reported. This 
decision avoids inventing a precision not supported by the review record, but also limits 
reproducibility compared to a pre-registered systematic review.
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3. Results

RQ1: Leakage mechanisms across the generative-AI lifecycle
The literature shows that leakage is a life-cycle property, not just a single model failure. 

Table 1 summarizes six recurring attack surfaces. During training, sensitive text can be 
encoded in parameters and later retrieved through generation, membership inference, or 
provenance testing. During fine-tuning, domain-specific PII may be particularly exposed 
because the data is narrower and often more sensitive. RAG adds another level: the da-
tabase and found context can be directly extracted even when the underlying model has 
never been trained on those records. Database poisoning and indirect query injection fur-
ther turn the search layer into an integrity problem that can facilitate inadvertent discov-
ery. Finally, deletion requests create a verification problem, as a model that has seemingly 
been “forgotten” may still retain extractive traces.

Lifecycle stage Primary asset Demonstrated 
mechanism

Adversary sur-
face

Representative 
evidence

Pre-training / 
base training

Training sequenc-
es

Memorization, 
verbatim ex-
traction, mem-
bership/prove-
nance inference

Black-box gener-
ation or score ac-
cess

Carlini et al., 
2019, 2021, 2023; 
Shokri et al., 
2017; Song & 
Shmatikov, 2019

Fine-tuning Domain data and 
PII

PII extraction, in-
ference, recon-
struction

Model API Lukas et al., 2023; 
Mattern et al., 
2023

RAG ingestion / 
index

External docu-
ments

Indirect prompt 
injection; mali-
cious datastore 
entries

Ability to influ-
ence retrieved 
content

Greshake et al., 
2023; Zou et al., 
2025

RAG retrieval / 
context

Private datastore 
text

Instruction-fol-
lowing extraction 
and regurgitation

Repeated RAG 
queries

Zeng et al., 2024; 
Qi et al., 2025

Graph / stealth 
RAG querying

Entities, relation-
ships, implicit 
knowledge

Structured ex-
traction; be-
nign-query explo-
ration

Black-box RAG 
access

Liu et al., 2026; 
Wang et al., 2026; 
Zhang et al., 2026

Deletion / un-
learning

Previously 
learned sensitive 
data

Residual memo-
rization or priva-
cy leakage after 
approximate for-
getting

Post-unlearning 
probing

Maini et al., 2024; 
Shi et al., 2025; 
Ashuach et al., 
2025

Table 1. Lifecycle threat taxonomy for data leakage in generative AI
Note. Authors’ synthesis of the cited primary studies. The categories describe the principal exposure 

mechanism; individual studies can span more than one lifecycle stage.
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RQ2: Risk amplifiers and two leakage planes
In parameter-mediated attacks, memory is not uniform. Duplication is a powerful 

and repeatedly confirmed amplification factor. Kandpal et al. (2022) report that, on av-
erage, a sequence that appeared ten times in the training data was generated about 1,000 
times more often than a sequence that appeared once. Carlini et al. (2023) further identi-
fy log-linear relationships between memorization and model capacity, number of dupli-
cations, and query context length, while Tirumala et al. (2022) find that larger language 
models memorize examples faster during training. These findings support data dedupli-
cation as a useful risk mitigation measure, but do not imply that it is impossible to extract 
unique sensitive records.

RAG shows different boosters, because private data does not need to be stored in pa-
rameters. Extraction can occur when the retriever repeatedly inserts protected records into 
the model context, and the model following the instructions is instructed to reproduce 
them. Qi et al. (2025) demonstrated almost perfect attack success on 25 customized GPTs 
with a maximum of two queries and reported a verbatim extraction rate of 41% from a 
book of 77,000 words and 3% from a corpus of 1,569,000 words using 100 generated que-
ries. LeakDojo later benchmarked six attacks across 14 LLMs and four datasets and found 
that stronger instruction monitoring correlated with higher leaks, while improvements in 
RAG fidelity could also increase leaks (Zhang et al., 2026). Graph RAG changes the form of 
exposure. Liu et al. (2026) observed less raw text leakage in some environments, but greater 
vulnerability to structured entity and relation extraction. Wang et al. (2026) showed that 
malicious queries are not necessary, as their benign query attack (“IKEA attack”) signifi-
cantly outperformed basic extraction methods under existing defenses.

These results motivate the two-plane model. Parameter-mediated leakage originates 
from information encoded during training or fine-tuning. And a search-mediated leak 
originates from external memory that is injected into the context at runtime.

Planes can coexist in a single application and converge on the same output interface, 
but their causes differ. Removing a document from the RAG index can eliminate future 
retrieval of that document without changing model parameters; the same deletion does 
not remove the copy already learned during training. Conversely, parameter-level privacy 
controls do not prevent an authorized retriever from providing an overly sensitive docu-
ment to the generator.

Study Setting Reported result Interpretive use in this sur-
vey

Kandpal et al. 
(2022)

Training dupli-
cation

10 training occurrences → 
~1,000× higher average regen-
eration than one occurrence

Duplication strongly ampli-
fies parametric leakage.

Lukas et al. 
(2023)

PII leakage 
from fine-
tuned GPT-2

New attacks extracted up to 
10× more PII than prior at-
tacks; sentence-level DP still 
leaked ~3% of PII sequences

Scrubbing and sentence-lev-
el DP reduced but did not 
eliminate PII disclosure in the 
tested setting.

Yu et al. (2022) DP fine-tuning, 
MNLI

87.8% accuracy with RoBER-
Ta-Large at ε=6.7 versus 90.2% 
non-private

Formal privacy can retain 
substantial utility, but a mea-
surable utility gap remained.



35

Međunarodna naučna konferencija mediji i ekonomija

Study Setting Reported result Interpretive use in this sur-
vey

Qi et al. (2025) Production 
RAG extraction

Near-perfect success on 25 
customized GPTs with ≤2 
queries; 41% and 3% verbatim 
extraction in two larger-cor-
pus tests

RAG datastores can be di-
rectly extractable at meaning-
ful scale.

Zou et al. 
(2025)

RAG datastore 
poisoning

90% attack success with five 
malicious texts per target 
question in a database con-
taining millions of texts

Small poisoned inserts can 
control retrieval-grounded 
output in the evaluated sys-
tems.

Shi et al. (2025) LLM unlearn-
ing benchmark

Eight algorithms on 7B mod-
els; only one avoided severe 
privacy leakage

Suppressing recall did not re-
liably imply privacy-safe un-
learning.

Wang et al. 
(2026)

Benign-query 
RAG extraction

IKEA surpassed baselines by 
>80% in extraction efficien-
cy and >90% in attack suc-
cess rate

Input/output maliciousness 
filters alone do not cover 
stealth extraction.

Table 2. Representative quantitative findings reported in the primary literature
Values are reproduced from the cited studies and are not directly comparable because datasets, mod-

els, threat models and metrics differ. ε denotes the differential-privacy budget reported by Yu et al. 
(2022).

RQ3: Effectiveness and limits of privacy-preserving countermeasures
Preventive controls have the strongest evidence when they act before sensitive data 

becomes widely exposed. Deduplication reduces storage-based extraction, and careful re-
moval of PII data reduces risk, but neither of these methods is a formal guarantee of priva-
cy (Kandpal et al., 2022; Lukas et al., 2023). Differential privacy (DP) provides the clearest 
formal protection because it limits how much the presence or absence of a protected record 
can change the distribution of outputs (Dwork et al., 2006). DP‑SGD extends this principle 
to deep learning (Abadi et al., 2016), while user-level and public overtraining approaches 
show that cost-to-utility depends heavily on data volume, model initialization, and priva-
cy granularity (Kerrigan et al., 2020; McMahan et al., 2018). Yu et al. (2022) showed that 
large pretrained models can be fine-tuned with useful task performance under explicit 
privacy budgets.

The margin of protection is important. Privacy regularization can improve empirical 
trade-offs between privacy and utility, but does not provide the same worst-case guarantee 
as DP (Mireshghallah et al., 2021). Selective DP protects policy-defined sensitive tokens 
and can preserve more utility, but missed sensitive tokens weaken coverage; the work Just 
Fine‑tune Twice explicitly studies this imperfect policy problem (Shi, Cui, et al., 2022; Shi, 
Shea, et al., 2022). For RAG, Mori et al. (2026) proposed DP‑SynRAG, which creates a mul-
tiple differentially private synthetic database and thus avoids repeated query time noise and 
privacy overhead for each subsequent RAG query. Its results are promising, but confirm 
effectiveness for the evaluated design, not a universal solution for all RAG leakage paths.
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Machine forgetting (unlearning) provides a follow-up response when data must be 
removed after learning. Basic works formalized efficient deletion through retraining and 
certified removal for limited model classes (Cao & Yang, 2015; Ginart et al., 2019; Guo 
et al., 2020), while SISA training limits retraining to affected partitions (Bourtoule et al., 
2021). Scrubbing deep networks attempts to make the model weights less recognizable 
compared to a model trained without forgotten data (Golatkar et al., 2020). However, for 
LLMs, the current evidence remains largely approximate. TOFU found that the underlying 
methods evaluated did not achieve efficient forgetting against benchmark criteria (Maini 
et al., 2024), while MUSE found severe limitations in privacy, utility, scale, and sequential 
requirements across eight algorithms (Shi et al., 2025). Targeted methods like REVS and se-
lective token forgetting improve the privacy–utility tradeoff in evaluated settings (Ashuach 
et al., 2025; Wan et al., 2025), but none establish a general guarantee that a large model is 
distributionally equivalent to retraining without deleted data.

Control class Lifecycle po-
sition

Evidence / guar-
antee

Principal limitation Representative 
sources

Deduplication 
and PII curation

Before train-
ing

Empirically re-
duces regenera-
tion and direct 
exposure

No formal guarantee; 
detectors and cura-
tion can miss sensi-
tive data

Kandpal et al., 
2022; Lukas et al., 
2023

Full differential 
privacy

Training / 
fine-tuning

Formal privacy 
under stated ad-
jacency and (ε, δ) 
budget

Utility and compute 
cost; guarantee de-
pends on privacy 
unit and accounting

Dwork et al., 
2006; Abadi et al., 
2016; Yu et al., 
2022

Selective differen-
tial privacy

Fine-tuning Formal protec-
tion for poli-
cy-defined sensi-
tive portions

Coverage depends 
on sensitivity poli-
cy and missed-token 
handling

Shi, Cui, et al., 
2022; Shi, Shea, et 
al., 2022

Private RAG 
datastore con-
struction

Before / 
during re-
trieval

DP-SynRAG pro-
vides a reus-
able DP synthet-
ic datastore in the 
evaluated frame-
work

Does not cover every 
retrieval, prompt-in-
jection, or ac-
cess-control failure

Mori et al., 2026

Exact / certified 
/ partitioned un-
learning

Post-training Strong guarantees 
in restricted set-
tings; retraining 
can be localized

Not directly scalable 
to monolithic fron-
tier LLM training

Cao & Yang, 
2015; Guo et al., 
2020; Bourtoule 
et al., 2021

Approximate 
LLM unlearning / 
editing

Post-training Can reduce target 
recall while pre-
serving more util-
ity in some tests

Residual privacy 
leakage, collateral 
utility loss and weak 
equivalence-to-re-
training evidence

Maini et al., 2024; 
Shi et al., 2025; 
Ashuach et al., 
2025; Wan et al., 
2025

Table 3. Countermeasure classes and evidence boundaries
Note. Authors’ synthesis. A “formal” guarantee applies only under the assumptions and privacy unit 
defined by the cited method; it should not be generalized to system components outside that threat 

model.
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RQ4: Architecture implications for privacy-focused generative AI
The evidence favors multi-layered defenses over reliance on a single privacy mecha-

nism. At data entry, organizations should minimize collection, maintain data provenance, 
remove duplicate text, and classify or redact sensitive fields before training or indexing. 
When sensitive data must influence model parameters, differential privacy (DP) should 
be considered where the privacy unit and utility trade-off fit in the application. For RAG, 
the database should remain a separate security boundary: access should be segmented by 
user and tenant, entry of untrusted data should be controlled, and search should expose 
only the context necessary for the task. Defenses against query injection should treat found 
text as potentially adversarial, as an integrity failure can become a confidentiality failure 
(Greshake et al., 2023; Zou et al., 2025).

At the output/API layer, the reviewed attacks imply the need for extraction-oriented 
red‑teaming, query volume monitoring, and checks for PII or unusually literal context re-
production. These are architectural implications of the observed attack mechanisms, not 
universal controls with a single measurable efficiency. Deletion workflows should preserve 
enough data provenance to determine whether the targeted information exists only in the 
RAG database, in the fine-tuning data, or in both. Removing a RAG record is preferable 
to parametric forgetting when the model has never learned that record; when parameters 
are affected, approximate forgetting should be validated with extraction, membership, or 
reconstruction tests, and not judged solely on rejection behavior.

4. Discussion

Interpretation of the research questions
RQ1 is answered through a life cycle taxonomy in which privacy exposure occurs be-

fore, during, and after generation. Training data extraction and membership inference 
work through the model’s parametric memory, while RAG creates a non-parametric da-
tabase that can be searched, poisoned, or indirectly trained. This distinction is important 
because the same output can reveal data for completely different reasons. A rejection layer 
that masks the memorized text does not provide the underlying RAG base, and the private 
RAG base does not remove retroactively memorized training records.

RQ2 identifies recurrent risk factors but not a single universal predictor. Duplication, 
capacity, and query context are associated with stronger parametric storage. In RAG, ex-
traction increases with factors such as instruction-following behavior, search exposure, re-
peated queries, and structured search design (Liu et al., 2026; Qi et al., 2025; Zhang et al., 
2026). Studies use different models and metrics, so these relationships cannot be convert-
ed into a common numerical risk score. They are more appropriately used as engineering 
indicators to focus privacy testing.

RQ3 shows that differential privacy and machine forgetting are complementary, not 
interchangeable. DP is preventive and provides a mathematical guarantee defined by the 
privacy budget and the ratio of adjacent datasets. Forgetting is remedial and raises the 
question of whether the influence of selected data can be removed after training. Accu-
rate retraining remains the clearest reference behavior, while current forgetting methods 
in LLMs often optimize proxies such as reduced recall, rejection, or targeted parameter 
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modification. The gap between behavioral forgetting and privacy removal is crucial: MUSE 
shows that the method can reduce memorization and still leave a serious privacy leak (Shi 
et al., 2025).

RQ4 therefore supports a layered architecture. The strongest design is one that pre-
vents unnecessary sensitive data from entering model parameters, keeps search memory 
separate and access-controlled, limits context exposure, tests the output interface against 
extraction, and maintains a delete path with independent verification. This interpretation 
is also consistent with mixed evidence on RAG: RAG may reduce some training data leak-
age because information does not have to be “embedded” in parameters, but at the same 
time creates a more directly searchable database (Zeng et al., 2024).

Practical implications for security architects
For a corporate implementation, the first architectural question should be where sensi-

tive information must reside. If information can remain external, RAG offers operational 
advantages because records can be updated or removed without retraining; however, search 
authorization and context leakage then become key security requirements. If sensitive in-
formation must be learned through fine-tuning, data minimization, deduplication, and 
explicit differential privacy decisioning should be performed prior to training. The deletion 
service should record whether the subject’s data has reached the training set, search base, 
cached queries, or multiple components. This origin determines whether deletion from the 
index is sufficient or whether retraining/forgetting is also required.

Limitations
This review has four main limitations
1.	 This is a structured review, not a pre-registered systematic review, and does not 

provide a PRISMA number of candidates at the filtering stage.
2.	 The evidence base is changing rapidly, particularly for RAG safety and forgetting in 

LLMs; results published after August 24, 2026 are not included.
3.	 Attack success, privacy budgets, extraction rates, and forgetting metrics are defined 

differently across studies, making a defensible pooled effect estimate impossible.
4.	 Many experiments use specific open models, synthetic forgetting sets, or controlled 

RAG configurations. The resulting mechanisms are informative, but absolute attack 
or defense rates cannot be assumed to be invariant when transferred to another mo-
del, data distribution, or access control regime.

5. Conclusion
The reviewed literature shows that privacy leakage in generative artificial intelligence 

cannot be reduced to memorization alone. Parameter-mediated leakage occurs when train-
ing or fine-tuning data can be recovered through model behavior. Retrieval-mediated leak-
age (RAG) occurs when external memory is repeatedly exposed to the generator and be-
comes extractive through direct, indirect, structured, or seemingly benign queries. These 
two planes require different controls, even though they meet at the same exit to the user.
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Preventive measures have the strongest evidence when implemented early. Deduplica-
tion and curation of PII data reduce exposure but provide no formal assurance. Differential 
Privacy (DP) offers the clearest formal protection within a defined privacy and budget unit, 
including new RAG‑specific approaches such as differentially private synthetic databases. 
Machine forgetting (unlearning) remains necessary for subsequent erasure, but current 
methods in LLMs should be treated as approximate, unless equivalence with retraining or 
a comparable formal guarantee is established.

In practice, privacy-focused generative AI should combine:
•	 data minimization and origin tracking,
•	 DP to the appropriate extent,
•	 search layer isolation,
•	 extraction testing,
•	 and erasure workflows that verify forgetting, rather than inferring it based on opt-

out behavior alone.
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